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Abstract

The integration of multimodal large language models (LLMs) into socio-technical
infrastructures has introduced unprecedented capabilities alongside novel security
vulnerabilities. This paper examines the systemic risks posed by prompt injection attacks,
data leakage pathways, and the corresponding defensive architectures required to maintain
safety and robustness in deployed systems. Unlike prior work that isolates individual attack
vectors, we adopt a holistic lens that considers the entire lifecycle of multimodal LLM-
integrated systems, from model training and fine-tuning to runtime orchestration and
governance. We argue that prompt injection exploits the inherent ambiguity between
instruction and data in LLM interfaces, and that multimodal inputs exacerbate this ambiguity
by adding heterogeneous encodings such as images, audio, and video. Data leakage, often a
consequence of prompt injection or inadequate output filtering, raises critical concerns about
privacy, fairness, and regulatory compliance. We propose a layered defense framework that
combines input sanitization, context-aware output validation, and architecture-level isolation
mechanisms, while acknowledging the fundamental trade-offs between security, usability, and
computational cost. Through cross-domain analysis and case illustrations, we demonstrate
that no single defense suffices; rather, a governance-oriented approach integrating technical
controls with policy mechanisms is essential. Our discussion extends to sustainability
implications, deployment challenges in resource-constrained environments, and the ethical
imperative of fairness in defense design. We conclude with forward-looking perspectives on
adversarial robustness, adaptive threat models, and the need for interdisciplinary collaboration
in shaping the future of safe multimodal Al
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1. Introduction

Multimodal large language models have rapidly transitioned from laboratory prototypes to
integral components of critical infrastructure, powering applications in healthcare diagnostics,
autonomous navigation, content moderation, and enterprise automation [1, 2]. These systems
combine textual understanding with visual, auditory, and sometimes tactile inputs, enabling
richer interactions and more context-aware decisions. However, the very flexibility that
makes multimodal LLMs transformative also introduces a complex attack surface that
traditional cybersecurity measures are ill-equipped to address. Prompt injection, where



malicious inputs manipulate the model’s behavior by overriding its intended instructions, has
emerged as a primary threat vector [3]. When combined with multimodal inputs, the attack
surface expands dramatically because each modality introduces its own encoding,
preprocessing pipeline, and potential for adversarial perturbation [4].

The problem of data leakage is intimately connected to prompt injection. An attacker who
successfully injects a prompt can exfiltrate sensitive information embedded in the model’s
training data, system prompts, or user interactions [5]. In multimodal settings, leakage can
occur through covert channels such as metadata embedded in images or subtle biases in
generated captions. The consequences range from privacy violations to compliance failures
under regulations such as GDPR and HIPAA. Defending against these threats requires not
only technical safeguards but also a deep understanding of the socio-technical context in
which these systems operate.

This paper addresses the research gap at the intersection of prompt injection, data leakage,
and safety defense in multimodal LLM-integrated systems. We adopt a system-level
perspective that goes beyond isolated attack models to examine architectural trade-offs,
deployment realities, governance frameworks, and sustainability considerations. The
remainder of the paper is organized as follows: Section 2 reviews foundational concepts and
related work. Section 3 provides a detailed threat landscape analysis. Section 4 explores
architectural defenses and the inherent trade-offs. Section 5 discusses governance and policy
implications. Section 6 offers future directions, and Section 7 concludes.

2. Background and Related Work

The study of adversarial attacks on neural networks has a long history, but prompt injection
represents a distinctly modern challenge because it exploits the linguistic and reasoning
capabilities of LLMs rather than low-level numerical perturbations [6]. Early work
demonstrated that crafted prompts could cause LLMs to ignore their system instructions,
perform unauthorized actions, or reveal hidden context [7]. Subsequent research extended
these attacks to multimodal models, showing that adversarially modified images could trigger
unintended text generation that propagates into downstream systems [8].

Data leakage in LLMs has been extensively documented, particularly in the context of
training data memorization [9]. Models can accidentally regurgitate personally identifiable
information or proprietary content when prompted with certain prefixes. In multimodal
systems, leakage risks compound because each modality carries its own latent representations.
For example, an image may contain embedded text or visual cues that, when processed by the
LLM, lead to the exposure of private data stored in the model’s parameters [10].

Defensive strategies have evolved from simple input filtering to more sophisticated
approaches such as instruction hierarchies, differential privacy, and runtime monitoring [11].
However, most existing defenses are evaluated in isolation on static benchmarks, overlooking
the dynamic and interconnected nature of real-world deployments. The multimodal dimension
introduces additional complexity because defense mechanisms must be synchronized across
modalities. For instance, a textual output validator may fail to detect an attack that manifests
only in the spatial arrangement of a generated image [12].

Governance frameworks for Al safety are still nascent, with many organizations relying on
ad-hoc policies that lag behind technical capabilities [13]. The convergence of multimodal
LLM integration with high-stakes domains such as healthcare and finance amplifies the
urgency for systematic governance that balances innovation with risk mitigation. This paper



builds on these foundations to propose a unified treatment of prompt injection, data leakage,
and safety defense.

3. Threat Landscape in Multimodal LL.M Systems

Prompt injection attacks in multimodal systems can be categorized along several axes: the
attack vector (text, image, audio, or combination), the goal (information extraction, denial of
service, or unauthorized action), and the persistence (single-shot versus multi-turn). Text-
based prompt injection remains the most studied, where an attacker embeds adversarial
instructions within user input that override the system prompt [14]. However, multimodal
inputs enable more subtle vectors. For example, an image containing imperceptible
perturbations can be interpreted by the vision encoder as a textual command that the LLM
then executes, effectively bypassing text-level filters [15]. Audio injections can similarly
embed speech commands that are decoded by the speech-to-text pipeline, introducing a
latency between input and impact that complicates real-time detection.

Data leakage attacks exploit the model’s tendency to generalize beyond its intended
boundaries. A well-known technique uses “ignore previous prompt” instructions to force the
model to output its system prompt, which often contains sensitive API keys, database
schemas, or user privacy notices [5]. In multimodal deployments, leakage can occur when a
model is prompted to describe an image that contains hidden text, such as a screenshot of a
confidential document. The model’s output may inadvertently reproduce parts of that
document, especially if it was included in the training data [9]. Another class of leakage
involves indirect inference: an attacker can query a model with a series of crafted prompts and
use the responses to reconstruct private attributes of other users or the system itself.

The interplay between modalities creates cross-channel attack surfaces. For instance, an
attacker could inject a malicious prompt in a text field that later influences how an image is
annotated, leading to corrupted metadata that propagates through a database. Such cross-
modal cascading poses significant challenges for current defense architectures, which
typically process each modality independently before fusion [16]. Moreover, the temporal
dimension is crucial: in streaming or interactive applications, a single injected prompt can
affect multiple subsequent interactions, making containment difficult.

4. Architectural Defenses and Trade-offs

Defending against prompt injection and data leakage in multimodal LLM-integrated systems
requires a multi-layered architecture that spans pre-processing, runtime, and post-processing
stages. At the input layer, sanitization mechanisms such as input normalization, adversarial
detection, and modality-specific pre-filtering can reduce the attack surface. For text inputs,
techniques like instruction-tagging, where system instructions are distinguished from user
content using special tokens, have shown promise [17]. For images, adversarial perturbation
detection methods based on frequency analysis or model-based anomaly detectors can flag
suspicious inputs. However, these defenses impose computational overhead, and an adversary
with knowledge of the detection algorithm can craft inputs that evade them.

At the runtime level, sandboxing and isolation strategies separate the LLM’s core reasoning
from its external integrations. For example, a dedicated safety controller can monitor the
model’s outputs for signs of leaked sensitive information or anomalous behavior, triggering
rollback or shutdown if necessary [18]. In multimodal systems, this controller must interpret
outputs across modalities, which requires cross-modal alignment and a shared representation
of risk. The trade-off is between strictness and usability: overly aggressive filtering can



degrade user experience by blocking legitimate interactions, especially in creative or
exploratory tasks.

Post-processing defenses include output sanitization, logging, and auditing. Output
sanitization applies rules or secondary models to detect and redact leaked data before it
reaches the user or downstream system. This approach can catch leakage that evades runtime
monitors, but it introduces latency and may not be feasible for real-time applications. Audit
trails, combined with anomaly detection, enable retrospective identification of attacks and
inform iterative defense updates. Nevertheless, audit systems themselves can become targets
for data leakage if not properly secured.

A fundamental architectural trade-off exists between centralization and distribution.
Centralized gateways offer a single point of control for applying consistent defense policies
across all modalities, but they introduce a bottleneck and a single point of failure. Distributed
defenses, where each modality is protected individually, offer resilience but reduce cross-
modal coherence. Hybrid architectures, such as hierarchical defense trees, attempt to combine
the benefits of both, but their design remains an open research challenge [19].

Another critical dimension is computational sustainability. Defense mechanisms that require
extensive model inference or repeated passes over multimodal inputs increase energy
consumption and carbon footprint. In resource-constrained deployments, such as edge devices
in IoT ecosystems, the cost of robust defense may be prohibitive, leading to security sacrifices.
Balancing security, performance, and sustainability demands careful system engineering and
trade-off analysis.

5. Governance and Policy Implications

Technical defenses alone are insufficient to address the systemic risks of prompt injection and
data leakage. Governance frameworks must define accountability, transparency, and liability
across the lifecycle of multimodal LLM-integrated systems. At the organizational level,
policies should mandate regular security audits, adversarial testing, and incident response
plans tailored to multimodal vulnerabilities. Regulatory bodies are beginning to draft
guidelines, but they often lag behind the pace of technological change [20].

A key governance challenge is the attribution of harm. When a prompt injection attack causes
data leakage or operational failure, is the model developer, the system integrator, or the end
user responsible? This question is particularly thorny in multimodal systems where multiple
vendors contribute components (e.g., a vision model from one provider and a text model from
another). Clear contractual agreements and liability sharing mechanisms are needed.

Fairness considerations also arise. Defense mechanisms must not disproportionately impact
marginalized communities. For instance, strict input filtering based on word lists could censor
dialect or culturally specific expressions, while output sanitization could suppress legitimate
information sharing. Governance processes should include diverse stakeholder input to ensure
that safety measures do not encode systemic biases.

Furthermore, the international dimension introduces jurisdictional complexities. Data leakage
may violate privacy regulations in one country while being permissible in another, leading to
fragmented compliance requirements. Multimodal systems that operate across borders must
navigate these differences, often requiring the most stringent standards to apply universally.

6. Future Directions



The arms race between attackers and defenders in multimodal LLM systems is likely to
intensify. Future research should explore adaptive defense mechanisms that learn from
ongoing attacks in a privacy-preserving manner. Federated learning and differential privacy
could enable collaborative defense databases without revealing sensitive attack patterns [21].

Another promising direction is the development of formal verification methods for prompt
injection resistance. While full verification is computationally intractable for large models,
partial verification of critical subsystems (e.g., the instruction-following component) may be
feasible. Compositional verification that accounts for cross-modal interactions would be a
significant advance.

The emergence of open-source multimodal models introduces both opportunities and risks.
On one hand, open models allow community audits and defensive innovations; on the other
hand, they enable attackers to study model internals and craft more effective injections.
Balancing openness with safety will require new governance models and technical
mechanisms such as watermarked model weights.

Finally, the integration of human oversight remains essential. Automated defenses will never
be perfect; humans must be in the loop for high-stakes decisions. However, human oversight
introduces its own vulnerabilities, such as social engineering attacks that bypass technical
controls. Designing human-Al collaboration protocols that are resilient to manipulation is a
critical area for future work.

7. Conclusion

This paper has provided a comprehensive examination of prompt injection, data leakage, and
safety defense in multimodal LLM-integrated systems from a system-level perspective. We
have shown that the convergence of multiple modalities amplifies existing vulnerabilities and
creates new cross-channel attack surfaces that current defenses struggle to address.
Architectural trade-offs between performance, security, and sustainability constrain the design
of effective countermeasures, while governance and policy gaps leave systems exposed to
cascading failures. Our layered defense framework, combined with governance-oriented
interventions, offers a path forward, but significant research and development challenges
remain. As multimodal LLMs become more deeply embedded in critical infrastructure, the
need for interdisciplinary collaboration among computer scientists, security engineers,
policymakers, and ethicists has never been more urgent. The safety and trustworthiness of
these systems will ultimately depend not only on technical ingenuity but on our collective
commitment to responsible innovation.
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